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Goodbye World! 

• S t u x n e t  a n d  C y b e r  Wa r f a r e  a r e  e x p l o i t i n g  t h e  ( i t ’s  
c o m p l i c a t e d )  r e l a t i o n s h i p  b e t w e e n  S o f t w a r e  a n d  
H a r d w a r e  t o  c a u s e  d a m a g e  a n d  s a b o t a g e !  

• To d a y  i t ’s  a  c o u n t r y  t h a t  s e e k s  t o  d e s t r o y  a n o t h e r  
n a t i o n  a n d  t o m o r r o w  i t ’s  a  c o m m e r c i a l  c o m p a n y  
t h a t  s e e k s  t o  m a ke  a  r i v a l  c o m p a n y  g o  o u t  o f  
b u s i n e s s .  A n  a c t  o f  I n d u s t r i a l  C y b e r  Wa r f a r e .  
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Can Software Damage Hardware? Yes! 

• S o f t w a r e  c o n t r o l s  h a r d w a r e ,  a n d  i t  c a n  m a ke  i t  
p e r f o r m  d a m a g i n g  o p e r a t i o n   

• S o f t w a r e  c a n  d a m a g e  a n o t h e r  s o f t w a r e  t h a t  r u n s  o r  
o p e r a t e s  a n  h a r d w a r e  

• S o f t w a r e  c o n t r o l s  h a r d w a r e ,  a n d  i t  c a n  m a ke  i t  
p e r f o r m  o p e r a t i o n  t h a t  w i l l  b e  d a m a g i n g  t o  a n o t h e r  
h a r d w a r e  
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Industrial Cyber Warfare Attack? 

• C y b e r  Wa r f a r e  i s  n o t  l i m i t e d  t o ,  o r  d e s i g n e d  
e x c l u s i v e l y  f o r  n a t i o n s  o r  c r i t i c a l  i n f r a s t r u c t u r e s  

• A  s u c c e s s f u l l y  d e l i v e r e d  I n d u s t r i a l  C y b e r  Wa r f a r e  
a t t a c k  c a u s e s  f i n a n c i a l  l o s s ,  o p e r a t i o n  l o s s ,  o r  b o t h  
t o  t h e  a t t a c ke d  c o m p a n y !  

• I n d u s t r i a l  C y b e r  Wa r f a r e  i s  L o g i c  B o m b s ,  P e r m a n e n t  
D e n i a l - o f - S e r v i c e ,  A P T  a n d  m o r e  
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Meet Permanent Denial-of-Service 

• P e r m a n e n t  D e n i a l - o f - S e r v i c e  i s  a n  a t t a c k  t h a t  
d a m a g e s  h a r d w a r e  s o  b a d l y  t h a t  i t  r e q u i r e s  
r e p l a c e m e n t  o r  r e i n s t a l l a t i o n  o f  h a r d w a r e .  

• T h e  d a m a g e  p o t e n t i a l  i s  o n  a  g r a n d  s c a l e ,  a l m o s t  
a n y t h i n g  a n d  e v e r y t h i n g  i s  c o n t r o l l e d  b y  s o f t w a r e  
t h a t  c a n  b e  m o d i f i e d  o r  a t t a c ke d  
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Industrial Cyber Warfare: Why & Who? 

• I n d u s t r i a l  E s p i o n a g e  

– R i v a l  C o m p a n i e s  

– F o r e i g n  C o u n t r i e s  

• Te r r o r i s m  

– P o l i t i c a l / S o c i a l  A g e n d a  

– R e v e n g e  

• B l a c k m a i l i n g  

– G r e e d ,  P o w e r  a n d  e t c .  
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Permanent Denial-of-Service 101 

• P h l a s h i n g :  

– O v e r w r i t i n g  t h e  f i r m w a r e  o f  t h e  c o m p o n e n t  a n d  
m a ke  i t  u s e l e s s  ( i . e .  “ B r i c k e d ” )  

• O v e r c l o c k i n g :  

– I n c r e a s i n g  t h e  w o r k i n g  f r e q u e n c y  o f  t h e  
c o m p o n e n t  a n d  m a ke  i t  u n s t a b l e  a n d  o v e r h e a t  
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Permanent Denial-of-Service (Cont.) 

• O v e r v o l t i n g :  

– I n c r e a s i n g  t h e  i n p u t  v o l t a g e  o f  t h e  c o m p o n e n t  
a n d  “ z a p ”  i t  o r  c a u s e  i t  t o  o v e r h e a t  

• O v e r u s i n g :  

– R e p e t i t i v e l y  u s i n g  a  m e c h a n i c a l  f e a t u r e  o f  t h e  
c o m p o n e n t  a n d  c a u s e  i t  t o  w e a r  q u i c ke r  
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Permanent Denial-of-Service (Cont.) 

• P o w e r  C y c l i n g  

– R e p e t i t i v e l y  t u r n  o n  a n d  o f f  t h e  p o w e r  s u p p l y  
t o  t h e  c o m p o n e n t  a n d  c a u s e  i t  t o  w e a r  q u i c ke r  
( d u e  t o  t e m p e r a t u r e  f l e c t i o n  a n d  s p i ke s )  
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Local Attacks 

D o e s  a n y o n e  s m e l l  s m o k e ?  
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Computer Fans 

• N o t  a  t a r g e t ,  p e r  s e .  

• D i s a b l i n g  o r  s l o w i n g  d o w n  t h e  f a n  R P M  s p e e d  c a n  
r e s u l t  i n  i n c r e a s e d  t e m p e r a t u r e  

• L e n g t h y  e x p o s u r e  t o  h i g h  t e m p e r a t u r e  ( d u e  t o  l a c k  
o f  c o o l i n g )  c a n  l e a d  t o  E l e c t r o m i g r a t i o n  t h a t  i n  t u r n  
w i l l  c a u s e  a  P e r m a n e n t  D e n i a l - o f - S e r v i c e  
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CPU 

• O v e r h e a t i n g  d u e  t o  S t r e s s i n g  

• O v e r h e a t i n g  d u e  t o  O v e r c l o c k i n g  

• O v e r h e a t i n g  d u e  t o  O v e r v o l t i n g  

• O v e r h e a t i n g  d u e  t o  ( a l w a y s  o n )  P 0  @  A P M /A C A P I  

• B r i c k i n g  d u e  t o  P h l a s h i n g  ( v i a  M i c r o c o d e  F l a s h i n g )  
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CPU: Infinite Loop 

x86 Assembly Code: 

jmp short 0x0 

Description: 

Infinite loop that jump to self 
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CPU: Microcode Flashing 

• N o t  y o u r  t y p i c a l  f i r m w a r e  u p d a t e  

• M i c r o c o d e  g o e s  i n t o  t h e  p r o c e s s o r,  p r o v i d i n g  a  
s l i g h t l y  h i g h e r  l e v e l  o r  m o r e  c o m p l e x  c o m m a n d s  
b a s e d  o n  t h e  p r o c e s s o r ' s  b a s i c  ( " h a r d - w i r e d " )  
c o m m a n d s  

• M i c r o p r o g r a m m i n g  c a n  b e  u s e d  t o  a b u s e  o r  t o  
d a m a g e  t h e  m i c r o p r o g r a m  w i t h i n  t h e  p r o c e s s o r  
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RAM 

• O v e r h e a t i n g  d u e  t o  O v e r c l o c k i n g  

• O v e r h e a t i n g  d u e  t o  O v e r v o l t i n g  

• B u r n o u t  d u e  t o  O v e r v o l t i n g  
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GPU (Graphics Processing Unit) 

• O v e r h e a t i n g  d u e  t o  O v e r c l o c k i n g  

• O v e r h e a t i n g  d u e  t o  O v e r v o l t i n g  

• B r i c k i n g  d u e  t o  P h l a s h i n g  

– U t i l i t i e s  ( e . g .  n v f l a s h ,  N i B i To r,  e t c . )  
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Hard disk drive 

• Tr a d i t i o n a l  ( i . e .  M e c h a n i c a l )  

– O v e r h e a t i n g  d u e  t o  E x c e s s i v e  W r i t e  &  R e a d  

– We a r i n g  o u t  d u e  t o  E x c e s s i v e  H e a d  P a r k i n g  

– B r i c k i n g  d u e  t o  P h l a s h i n g  

• S o l i d - s t a t e  d r i v e  

– We a r i n g  o u t  d u e  t o  E x c e s s i v e  W r i t e  
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Hard Drive: Pseudo Format  Attack 

Command: 

while true; do dd if=/dev/xxx of=/dev/xxx conv=notrunc; done 

Description: 

Infinite loop of read and write requests to disk 
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Hard Drive: Spindown Attack 

Commands: 

hdparm –S 1 /dev/xxx 

while true;  sleep 60; dd if=/dev/random of=foobar count=1; done  

Description: 

Sets disk spindown after 1 minute of inactivity and goes into infinite 
loop of write requests to disk with 1 minute of sleeping in-between 
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BIOS: Bricking/Firmware Flashing 

• B r i c k i n g  d u e  t o  P h l a s h i n g  
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Rouge BIOS Firmware as Platform 

• A l l o w s  a u t o m a t i o n  o f :  

– O v e r c l o c k i n g  o f  C P U ,  R A M  a n d  e t c .  

– O v e r v o l t i n g  o f  C P U ,  R A M  a n d  e t c .  

– P o w e r  C y c l i n g  ( o f  t h e  w h o l e  S y s t e m )  

• C a n  i n c l u d e  a  “ S e l f - d e s t r u c t ”  f u n c t i o n  
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CD-ROM/DVD-ROM 

• We a r i n g  o u t  d u e  t o  O v e r u s i n g  t h e  d r i v e  t r a y  

• B r i c k i n g  d u e  t o  P h l a s h i n g  
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CD-ROM: Mechanical Part Attack 

Code: 

while true; do eject; eject –t; done 

Description: 

Infinite loop that opens and closes the CD-ROM tray 
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Memory Wear 

• F l a s h  m e m o r y  h a s  a  f i n i t e  n u m b e r  o f  p r o g r a m - e r a s e  
c y c l e s  ( a k a .  P/ E  c y c l e s ) .   

• M o s t  c o m m e r c i a l l y  a v a i l a b l e  F l a s h  p r o d u c t s  a r e  
g u a r a n t e e d  t o  w i t h s t a n d  a r o u n d  1 0 0 , 0 0 0  P/ E  c y c l e s ,  
b e f o r e  t h e  w e a r  b e g i n s  t o  d e t e r i o r a t e  t h e  i n t e g r i t y  
o f  t h e  s t o r a g e  

• P o p u l a r  p r o d u c t s  t h a t  a r e  b a s e d  o n ,  o r  u s i n g  F l a s h  
m e m o r y :  U S B  D i s k  O n  K e y s ,  S o l i d - s t a t e  D r i v e s ,  T h i n  
C l i e n t s  a n d  R o u t e r s  a n d  m o r e .  
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Flash: Memory Wear Attack 

Code: 

dd if=/dev/urandom of=/dev/xxx 

Description: 

Infinite loop that excessively writes pseudo-random to a flash memory 
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NIC (Network Interface Card) 

• B r i c k i n g  d u e  t o  P h l a s h i n g  
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NIC: TCP Offload Engine 

• T C P  O f f l o a d  E n g i n e  o r  T O E  i s  a  t e c h n o l o g y  u s e d  i n  
n e t w o r k  i n t e r f a c e  c a r d s  ( N I C )  t o  o f f l o a d  p r o c e s s i n g  
o f  t h e  e n t i r e  T C P/ I P  s t a c k  t o  t h e  n e t w o r k  c o n t r o l l e r .  

• T O E  i s  p r i m a r i l y  u s e d  w i t h  h i g h - s p e e d  n e t w o r k  
i n t e r f a c e s ,  s u c h  a s  g i g a b i t  E t h e r n e t  a n d  1 0  G i g a b i t  
E t h e r n e t  

• T O E  i s  i m p l e m e n t e d  i n  h a r d w a r e  s o  p a t c h e s  m u s t  b e  
a p p l i e d  t o  t h e  T O E  f i r m w a r e  
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CRT Monitor:  

• T h e r e  a r e  p r o b l e m s  a t  s c a n  r a t e s  w h i c h  e x c e e d  t h e  
m o n i t o r ' s  s p e c i f i c a t i o n s  ( l o w  o r  h i g h ) .  S o m e  
m o n i t o r s  c a n  b l o w  i f  g i v e n  a  t o o  l o w  s c a n  r a t e  o r  a n  
a b s e n t  o r  c o r r u p t e d  s i g n a l  i n p u t .  
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XFree86 Screen Configuration: 

H o r i z S y n c     2 8 . 0  -  7 8 . 0  #  W a r n i n g :  T h i s  m a y  f r y  v e r y  o l d  M o n i t o r s  

H o r i z S y n c     2 8 . 0  -  9 6 . 0  #  W a r n i n g :  T h i s  m a y  f r y  o l d  M o n i t o r s  

 

( t a k e n  f r o m  a  r e a l  l i f e ,  X F r e e 8 6 C o n f i g  f i l e )  
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Floppy Drive: 

• We a r i n g  o u t  d u e  t o  E x c e s s i v e  H e a d  R o t a t i o n  

– O n  s o m e  f l o p p y  d r i v e s  t h e r e  a r e  n o  v a l i d i t y  
c h e c k i n g  o n  s e c t o r / t r a c k  v a l u e s ,  a n d  s o  t h e  
f l o p p y  h e a d  m i g h t  g e t  h i t  r e p e t i t i v e l y  a g a i n s t  
t h e  s t o p p e r  ( S e e :  N Y B  V i r u s )  
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Legacy: Motorola 6800 & 6809  

• M o t o r o l a  6 8 0 0  w a s  a  8 - b i t  m i c r o p r o c e s s o r  a n d  w a s  
p a r t  o f  M 6 8 0 0  M i c r o c o m p u t e r  S y s t e m  

• T h e  M o t o r o l a  6 8 0 0  a n d  6 8 0 9  c a n  d a m a g e  t h e  
c o m p u t e r ' s  b u s  l i n e s  b y  t h e  i n s t r u c t i o n  ' H C F '  ( H a l t ,  
t h e n  C a t c h  F i r e ) .  

• H C F  s u c c e s s i v e l y  t o g g l e s  e a c h  o f  t h e  b u s  l i n e s ,  b u t  
i t  d o e s  i t  s o  f a s t  t h a t  i t  c a n  d a m a g e  t h e m .  I t  w a s  
i n t e n d e d  f o r  m a n u f a c t u r e r  t e s t i n g .  
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Summary 

• C o m p u t e r  F a n s  
• C P U  
• G P U  
• R A M  
• H a r d  D r i v e s  
• B I O S  
• C D - R O M / D V D - R O M  
• E x t e r n a l  S t o r a g e  ( e . g .  D i s k  O n  K e y )  
• N e t w o r k  C a r d s  
• C R T  M o n i t o r  ( L e g a c y )  
• F l o p p y  D i s k  ( L e g a c y )  
• N o n - x 8 6  C h i p  
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Remote Attacks 

T h e  l o n g  a r m  o f  t h e  Pe r m a n e n t  D e n ia l - o f - S e r v i c e  
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Firmware Updates via Web 

• N e t w o r k - a t t a c h e d  S t o r a g e  ( N A S )  A p p l i a n c e s  

• N e t w o r k  A p p l i a n c e s  ( e . g .  W i - F i  A c c e s s  P o i n t s )  

• D S L /A D S L  C a b l e  M o d e m s  

• C o m p u t e r  P e r i p h e r a l s  ( e . g .  K V M )  

• Vo i c e  O v e r  I P  ( Vo I P )  P h o n e s  

• A n d  m o r e  …  
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Open Questions 

• H o w  t h i s  a f f e c t s  C l o u d  a n d  V i r t u a l i z e d  S y s t e m ?  
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Countermeasures? 

• H a r d w a r e :  

– O v e r - c l o c k i n g  P r o t e c t i o n  

– O v e r - v o l t a g e  P r o t e c t i o n  

– O v e r - t e m p e r a t u r e  P r o t e c t i o n  

• S o f t w a r e :  

– D i g i t a l l y  s i g n e d  F i r m w a r e  B i n a r i e s  &  U p d a t e s  
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Thanks! 

 

Questions are guaranteed in life; Answers aren't. 
 

mai l t o :  i t z i k . ko t le r@secur i t y -a r t .com 

mailto:itzik.kotler@security-art.com
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